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Origin Story 

Google Research, worked on TensorFlow & natural 
language understanding

Co-author of “Attention Is All You Need” (origin of 
Transformers, the T in ChatGPT)

Previously
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Co-founded NEAR in 2017 as an AI startup

Building NEAR Protocol since 2018

Currently
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Search:
manual discovery

Chat:
Passive answers

Agent: 
takes actions

Multi-agent coordination: 
execute complex tasks

Information Interaction Action Autonomous Coordination

The Agentic Era is Here
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● Personal agentic runtimes or “Claws”
○ Operating systems for agents

○ Locally-run agents that take actions on behalf of a user

○ Designed for persistent and background execution

○ Retain context across sessions, can plan & evolve    

● Autonomous agents
○ Require verifiable computation

○ Don’t need to have an owner

○ Act on predetermined rules & workflows

● Both: can transact, interact directly with other agents 

Agent Taxonomy
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● Agents are quickly advancing in capabilities
● Self-improve and fix their own issues
● Adoption bottleneck is trusting agents with critical data, money, and 

taking actions
● Every input becomes an attack, every tool is an exfiltration path

For agents to be trusted, they need capability OS, user-owned memory, 
verified execution, & user-owned policy

The promise is obvious. The gap is trust.



● Untrusted content injects instructions
● Agent has secrets and key data materials
● Memory turns one compromise into 

persistent exfiltration
● Agent actions produce real world 

consequences under user surface

Prompt injection is not an LLM problem, it is an 
authority problem

Attack Path

© Near Foundation, 2026. All rights reserved.



© Near Foundation, 2026. All rights reserved.

Humans are prone to prompt injections, too: 
ads, phishing

→ Building processes that address this reality 
and limit the impact 
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IronClaw.com



IronClaw Threat Model: assume every 
interface is hostile
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Web / email / docs Indirect prompt injection Content isolution + instruction/data 
separation

Tools / APIs Over-privileged action Object capabilities & just-in-time 
scopes

Memory Poisoning and exfiltration Provenance, retention policies

Secrets Exfiltration and leak to LLM provider Never touches LLM or agent loop

LLM Supply chain + hidden prompts Verifiability & attestation from 
secure enclave



Requirements for Agentic OS
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Open

Aligned with user

Private

Secure

Aware of budgets

Verifiable
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Operating System Approach
● Virtual file system for memory, projects, and metadata. Mountable to real file 

system, remote drives, or inside Docker sandbox

● Resource management, now including USD budgets

● Processes with sandboxing

● Managed networking stack

● Capabilities system

● Autonomous workspace: goals and missions

● Channels: Web, CLI, Telegram, Slack, WhatsApp, Discord

● Multi-tenancy
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IronClaw Architecture

Engine
WASM Tools

Docker 
Sandbox

Authentication 
and 

Permissioning 
Gate

Encrypted 
Secret Store

Built-in Tools
Local

Database

Channels

Web UI, Text UI,
Telegram, WhatsApp,

Signal, Slack, etc.
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Security Architecture
● No ambient authority

● No “bare” filesystem access - everything routed via scoping/permissioning layer

● Every thread has scope and capabilities

○ Threads that process inbound untrusted messages have limited capabilities

○ Arbitrary code goes under sandbox scope

● Every tool call has provenance and scope

● High-impact actions require explicit user approval

○ Session-limited approvals and guardrail

● Immutable audit trail of events in the whole system for analysis
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Security Architecture: Secrets
● All secrets are encrypted at rest

● Secret system decoupled from agentic loop

● All API keys, passwords, etc are injected at network boundary

● For agents API keys are replaced to capabilities with leases

● Attaches approval under scope to “thread”
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Security Architecture: Memory
● Memory is protected and versioned key value storage

● Every memory object must have reference and TTL

● Reference defines scope and permissions

● Includes revocation path and audit capabilities

● TTL is also a cheap way to flush memory
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AttackBench 

● Adaptive attack benchmark

● Given scenarios, constructs a 
sequence of inbound 
messages to convince target 
harness to perform 
unauthorized action

● Attack harness can inspect 
internals of target harness to 
develop better inbound
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AttackBench 
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High-risk actions need human approval 

● Easy way for a person to 
understand what their agent is 
planning to do

● What is the context/scope it 
executes on and what is the 
expected impact / how to undo

● Bubble up from any autonomous 
(routines/missions) execution

UX must make safe behavior the 
default
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Confidential Inference
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Confidential Inference

● NVIDIA Confidential Computing and Intel TDX 
hardware

● MPC-based key management system

● E2EE, OHTTP support

● Protects against common attack vectors like 
model extraction attempts, result tampering, 
eavesdropping, or malicious infra providers



Decentralized Confidential Machine Learning (DCML)

© Near Foundation, 2026. All rights reserved.

Running an agent

End-to-end TLS encrypted with TEE quote 
via Proof of Response Transport

User

Onchain registry 
& payment

CVM CVM with GPU CVM with GPU
Inference for the agent run

Fetch DCML nodes & 
setup payments

Running an LLM inference
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Agent Market
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Agent Market



Jobs
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Jobs
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Dispute Agent
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Learn More 

IronClaw GitHub: github.com/nearai/ironclaw

Landing page: IronClaw.com 

Confidential cloud: cloud.near.ai

Agent Market: market.near.ai

DCML paper: near.org/papers 
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http://cloud.near.ai
http://market.near.ai


Thank You!
Get in touch

ilblackdragon.substack.com

@ilblackdragon

illia@near.org


